= FINANCIAL
TECHNOLOGY
LAW REVIEW

SECOND EDITION

tLAWREVIEWS



= FINANCIAL
TECHNOLOGY
LAW REVIEW

SECOND EDITION

Reproduced with permission from Law Business Research Ltd
This article was first published in May 2019

For further information please contact Nick.Barette@thelawreviews.co.uk

Editor
Thomas A Frick

tLAWREVIEWS

© 2019 Law Business Research Ltd



PUBLISHER
Tom Barnes

SENIOR BUSINESS DEVELOPMENT MANAGER
Nick Barette

BUSINESS DEVELOPMENT MANAGER
Joel Woods

SENIOR ACCOUNT MANAGERS
Pere Aspinall, Jack Bagnall

ACCOUNT MANAGERS
Olivia Budd, Katie Hodgetts, Reece Whelan

PRODUCT MARKETING EXECUTIVE
Rebecca Mogridge

RESEARCH LEAD
Kieran Hansen

EDITORIAL COORDINATOR

Gavin Jordan

HEAD OF PRODUCTION
Adam Myers

PRODUCTION EDITOR
Claire Ancell

SUBEDITOR
Gina Mete and Anne Borthwick

CHIEF EXECUTIVE OFFICER
Paul Howarth

Published in the United Kingdom
by Law Business Research Ltd, London
87 Lancaster Road, London, W11 1QQ, UK
© 2019 Law Business Research Ltd
www. TheLawReviews.co.uk

No photocopying: copyright licences do not apply.

The information provided in this publication is general and may not apply in a specific situation, nor
does it necessarily represent the views of authors” firms or their clients. Legal advice should always
be sought before taking any legal action based on the information provided. The publishers accept
no responsibility for any acts or omissions contained herein. Although the information provided is

accurate as at April 2019, be advised that this is a developing area.
Enquiries concerning reproduction should be sent to Law Business Research, at the address above.
Enquiries concerning editorial content should be directed
to the Publisher — tom.barnes@lbresearch.com

ISBN 978-1-83862-022-6

Printed in Great Britain by
Encompass Print Solutions, Derbyshire
Tel: 0844 2480 112

© 2019 Law Business Research Ltd



ACKNOWLEDGEMENTS

The publisher acknowledges and thanks the following for their assistance
throughout the preparation of this book:

ALLEN & GLEDHILL LLP
ALLEN & OVERY LLP
BONELLIEREDE
BURGES SALMON LLP
BUZKO & PARTNERS
COLLAS CRILL
DLA PIPER UK LLP
GILBERT + TOBIN
HOGAN LOVELLS
KIM & CHANG
LEE AND LI, ATTORNEYS-AT-LAW
LOYENS & LOEFF
MCcAFEE
MORI HAMADA & MATSUMOTO
NIEDERER KRAFT FREY
NOERR LLP
SHEARMAN & STERLING
SK CHAMBERS
STADLER VOLKEL RECHTSANWALTE GMBH
TOZZINIFREIRE ADVOGADOS
URIA MENENDEZ

VIEIRA DE ALMEIDA

i

© 2019 Law Business Research Ltd



CONTENTS

PREFAQCE ...ttt ettt ettt et et ettt a st et et et et et eseasas bbb et et et eseanssssassesesesetesetens vii
Thomas A Frick

Chapter 1 IMPACT OF THE NEW INFOSEC AND EU PRIVACY REQUIREMENTS ON
BANKS AND FINANCIAL INSTITUTIONS’ USE OF CLOUD COMPUTING.... 1

Roy Kamp and Noémie Weinbaum

Chapter 2 AUSTRALIA ...ooo oottt 12

Peter Reeves

Chapter 3 AUSTRIA ...t saans 26
Oliver Vilkel and Bryan Hollmann

Chapter 4 BELGIUM ..ot s ssn e 35
Pierre E Berger, Stéphanie Liebaert and Marc Van de Looverbosch

Chapter 5 BRAZIL....oviiiiiiiiii s 49

Alexei Bonamin, Carla do Couto Hellu Battilana, Tvan Antonio Monteiro Marques,
Maria Eugenia Geve de Moraes Lacerda, Thais Helena Valente Teixeira Lima

and Victor Cabral Fonseca

Chapter 6 BRITISH VIRGIN ISLANDS ..o 59
Stephen Adams

Chapter 7 CAYMAN ISLANDS ...coviiiiiiiii s ssanes 66
Stephen Nelson

Chapter 8 FRANCE ...ttt e 75

Eric Roturier

Chapter 9 GERMANY ...ttt s 85
Jens H Kunz

iii

© 2019 Law Business Research Ltd



Contents

Chapter 10

Chapter 11

Chapter 12

Chapter 13

Chapter 14

Chapter 15

Chapter 16

Chapter 17

Chapter 18

Chapter 19

Chapter 20

Chapter 21

Chapter 22

GUERNSEY ..ot 101
Wayne Atkinson
TTALY oo 110

Atsushi Okada, Takane Hori and Takabiro lijima

TERSEY oo e s sessessesses e sees s e s 138
Dilmun Leach
KOREA ..ottt ettt ettt te e ae e b e s bs e beesbeeaseesseabeets e beenbeenseereeneas 149

Jung Min Lee, Joon Young Kim and Samuel Yim

LUXEMBOURG ...t sssssane 163
Anne-Marie Nicolas, Alvaro Garrido Mesa, Konstantinos Georgiou and Sandy Brumberg

MALAYSTA oottt et ettt e e te e be e aaesbe e beetbeebseaeerbestsenteenbeereenns 177
Shanthi Kandiah
MEXICO .ttt ettt ettt et te et s e b e e abeeteebeeabesbeenbeeabeebseseensestsebeenseeseenns 188

Federico de Noriega Olea and Juan Enrique Lizardi Becerra

NETHERLANDS ..ottt 198
Martijn Schoonewille, Wendy Pronk, Marije Louisse, Mariska Kool and Pepijn Pinkse

PORTUGAL....co ettt bbbttt bbbttt bbbt 209
Tiago Correia Moreira, Helena Correia Mendonga, Conceicido Gamito and José Miguel Carracho

RUSSIA Lo 220

Roman Buzko

SINGAPORE ...t 231

Adrian Ang V-Meng and Alexander Yap Wei-Ming

Leticia Lépez-Lapuente and Isabel Aguilar Alonso

iv

© 2019 Law Business Research Ltd



Contents

Chapter 23

Chapter 24

Chapter 25

Chapter 26

Appendix 1
Appendix 2

SWITZERLAND ...ttt ettt ettt ettt ese et et eaeeaeeae s ensesaensensereeseeseenen 250
Thomas A Frick
TATIWAN ..ottt ettt ettt ettt er et s b et e e easesseseebeebeetees e sessensensensenseseeseeanerenes 262

Abe T S Sung and Eddie Hsiung

UNITED KINGDOM ..ottt ettt st eae s seseseensensereetesneenn 271
Gareth Malna and Sarah Kenshall

UNITED STATES ...ttt sssssssnnes 283
Jordan Altman and Reena Agrawal Sahni

ABOUT THE AUTHORS ...t s 293
CONTRIBUTORS CONTACT DETAILS ......coeviiiiiiniiiiiccciiinnes 311

A%

© 2019 Law Business Research Ltd



PREFACE

This is already the second edition of 7he Financial Technology Law Review. Concerns about
new developments that blockchain, big data and Al will trigger in the finance sector have
not disappeared since the first edition. However, the use of IT in the finance sector is not
new and many applications that would be labelled today as fintech are already quite old, at
least by today’s standards. Financial market participants and their legal advisers already have
considerable experience in implementing such changes. As far as improved support products
are concerned, the general rules of financial regulations can be applied quite easily to new
developments.

Some of the recent developments may already have seen their peak, for example, the
great number of cryptocurrencies imitating bitcoin. Others, in particular stablecoins and
security tokens, but also robo-advisers and the use of big data, Al and other blockchain
applications, may still be at an early stage. They may have the potential to disrupt the
industry, at least in some of its sectors. Again, there has been more scepticism, not only in a
recent report by the Bank for International Settlements but also in management consultant
studies such as ‘Blockchain’s Occam problent, arguing that blockchain is a technology in
search of a problem.

Regulators’ surprise about the sheer dynamism of these advances — both the speed
of the technical developments and the speed with which such new possibilities were
implemented — has ebbed and a number of countries have started to draft (or have already
implemented) new laws or changes to their current laws to address fintech issues. This is
particularly the case in the area of anti-money laundering rules, a prime concern not only of
regulators but also of banks and other financial market participants. Unless the industry can
be certain that participating in the crypto-economy will not lead to increased anti-money
laundering risks, established financial players remain cautious.

The national solutions chosen (and the speed with which regulators are willing to react
by providing guidelines to market participants) varies considerably between jurisdictions.
This may be a consequence of different regulatory cultures, but in addition, the existing legal
systems may pose varying and unplanned obstacles to the some of the new applications.
It may, for example, be difficult to transfer rights on the blockchain if the national code
prescribes that rights can only be assigned in writing. Therefore, a structured collection of
overviews over certain aspects of fintech law and regulation such as the present one continues
to be valuable not only for the international practitioner, but also for anyone who looks for
inspiration on how to deal with hitherto unaddressed and unthought-of issues under the
national law of any country.

The authors of this publication are from the most widely respected law firms in their
jurisdictions. They each have a proven record of experience in the field of fintech; they know
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Preface

both the law and how it is applied. We hope that you will find their experience invaluable
and enlightening when dealing with any of the varied issues fintech raises in the legal and
regulatory field.

The emphasis of this collection is on the law and practice of each of the jurisdictions,
but discussion of emerging or unsettled issues has been provided where appropriate. The views
expressed are those of the authors and not of their firms, of the editor or of the publisher. In
a fast-changing environment, every effort has been made to provide the latest intelligence on
the current status of the law.

Thomas A Frick
Niederer Kraft Frey
Zurich

April 2019
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Chapter 23

SWITZERLAND

Thomas A Frick!

I OVERVIEW

The approach taken in Switzerland to fintech continues to be a supportive and positive one,
both by the government and by the ecosystem. Although no separate financial regulatory
regime exists for fintech companies, the existing rules are applied in a way that enables a lively
fintech scene to grow. Furthermore, rules were and are about to be changed to enable, for
example, crowdfunding to operate more effectively, banks to do a fully digital onboarding of
clients and financial institutions to experiment with new business models. The Swiss Financial
Markets Supervisory Authority (FINMA) set up a special fintech desk and declared that it
intends to structure regulation in a technology-neutral way. The Swiss government initiated a
Crypto-Initiative and set up a working group for blockchain and initial coin offering (ICOs)
in January 2018, which led to a comprehensive report in December 2018 and an equally
comprehensive proposal for focused changes to existing laws published on 22 March 2019.
For example, in the canton of Zug, even taxes can be paid in bitcoin.

A summary of the regulatory framework as in force today can be found on FINMA’s
website.? Regular updates on developments are available on a (private) site.?

The regulatory framework (equally applicable to any other financial service provider
in Switzerland) is particularly based on the Federal Act on Banks and Savings (the Banking
Act), the Stock Exchange Act (SESTA, to be abolished by the Financial Institutions Act
by 1 January 2020), the Anti-Money Laundering Act (AMLA), the Collective Investment
Schemes Act (CISA) and the Financial Market Infrastructure Act (FMIA). In addition,
provisions of the Federal Act on Data Protection (FADP), the Consumer Credit Act (CCA)
or the Federal Act against Unfair Competition (UCA) may be applicable. FINMA and the
Swiss Federal government have on various occasions emphasised that they regard innovation
as a key for the Swiss financial centre and encourage digitalisation as well as technological
advancements. FINMA holds regular fintech roundtables and has designated a team as
fintech desk to be the contact point for fintech companies (however, it also set up a dedicated
fintech team in its enforcement department, and initiated a great number of investigations
in particular against ICOs).

There is also no separate tax law system applicable to fintech companies in Switzerland.
Fintech projects and investments in digital currencies and tokens are therefore taxed like
any other traditional investment vehicle. However, the tax administration declared that, for
example, bitcoin will be treated like a foreign currency for tax purposes, so that no value

Thomas A Frick is a partner at Niederer Kraft Frey.
https://www.finma.ch/de/bewilligung/fintech/.
3 htep://fintechnews.ch/.
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added tax is levied. Cantonal tax administrations have published a number of guidelines on
how cryptocurrencies are treated for tax purposes. As the Swiss tax authorities are willing to
issue tax rulings, fintech projects can obtain a ruling and thereafter operate with certainty
about the tax regime applicable to them.

Opverall Switzerland can be considered as a very fintech-friendly jurisdiction, despite
the fact that no fintech specific regulation or tax regime exists. Many fintech startups and
projects show that the legal environment is considered as advantageous. Currently, the main
impediment for fintech projects in the field of cryptoassets is to find suitable partners in the
traditional finance industry, although the number of crypto-brokers and exchange projects
is increasing, and despite the Swiss Bankers Association issuing guidelines for the opening of
bank accounts for crypto-projects in 2018.

I REGULATION

i Licensing and marketing

Under Swiss law, no specific fintech licence exists at present, as Swiss regulation is
technology-neutral and principle-based. Nonetheless, a fintech company may be subject to
a licence or ongoing compliance and reporting obligations. Some forms of financial business
activities are prudentially supervised by FINMA on an ongoing basis and require a licence
granted by FINMA, while others only have to join one of Switzerland’s self-regulatory
organisations that were set up to ensure compliance with anti-money laundering requirements.
The regulations of these self-regulatory organisations (SROs) are recognised by FINMA as a
minimum standard for anti-money laundering (AML) compliance.

Depending on their business model, fintech companies are particularly likely to fall
within the scope of the Banking Act, the SESTA and the AMLA.

Banking Act

According to the Swiss Banking Act, anyone who accepts ‘deposits from the public on a

commercial basis’ is subject to banking licence requirements.* This is the case if either:

a deposits of more than 20 investors are actually held; or

6 the person or entity publicly announces to a non-limited number of persons that it is
willing to accept such funds (regardless of the final actual number of investors).

Thus, fintech companies that accept or raise funds stemming from the public, such as
crowdfunding or ICOs, may fall under bank licence requirements. Bond issues do not qualify
as deposits, and capital contributions that do not entail a repayment obligation also do not
qualify as deposits, which is why ICOs are possible — under certain conditions — under Swiss
law.

In order to better accommodate Swiss fintech projects, the Swiss government (the
Federal Council) in 2017 amended the Ordinance on Banks and Savings Banks (the Banking
Ordinance) to include exemptions from the requirement to obtain a licence. As from
1 August 2017, the holding of client funds (of more than 20 investors and for a period longer

4 Article 1 Paragraph 2 Banking Act.
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than 60 days) no longer triggers banking licensing requirements (as it is no longer deemed
to meet the requirement of ‘on a commercial basis’) if certain requirements are met. These
requirements are:

a  the funds do not at any time exceed 1 million Swiss francs;
b the funds are neither reinvested nor interest-bearing (with exceptions); and
c the depositors have been informed in writing or otherwise in text form prior to making

the deposits that their funds are not covered by the Swiss depositors protection regime
and that the institution is not supervised by FINMA.

With regards to (a), the threshold will be calculated on the basis of the aggregate deposits
held at any given period.

In addition, funds on settlements accounts may be held for 60 days (previously only
seven days) if they are not interest-bearing.” This provision in particular aims to allow
crowdfunding companies to hold assets for a longer period without requiring a banking
licence.

Furthermore, on 1 January 2019, a special licence was introduced: undertakings
accepting deposits from the public of up to 100 million Swiss francs, but not paying interest
on such deposits, may qualify for a ‘banking licence light' — a licence that subjects such
undertaking to rules less stringent than the rules applicable to banks.°

SESTA

A licence from FINMA is required in order to act as securities dealer.” A securities dealer is
any natural person or legal entity or partnership that commercially buys and sells securities
on the primary market for their own account for short-term resale or for the account of
third parties, offers them publicly on the primary market or even creates or publicly offers
derivatives.® The term ‘securities’ is now defined in the FMIA and means, in accordance with
Article 2 Lit. b FMIA, ‘standardised certificated and uncertificated securities, derivatives and
intermediated securities, which are suitable for mass trading’. Further clarification is provided
by Article 2 of the Ordinance on Financial Market Infrastructures and Market Conduct in
Securities and Derivatives Trading, which states in Paragraph 1:

Securities suitable for mass standardised trading encompass certificated and uncertificated securities,
derivatives, and intermediated securities which are publicly offered for sale in the same structure and
denomination or are placed with more than 20 clients, insofar as they have not been created especially

Jfor individual counterparties.

Therefore, for trading tokens it is relevant whether these are qualified as securities within the
meaning of SESTA (see below, on ICOs). The SESTA will be abolished on 1 January 2020,
with the coming into force of the new Financial Institutions Act. Securities traders will be
renamed securities houses, but the general regulatory framework applicable to them is not
expected to change much.

Article 5 Paragraph 3 Lit. ¢ Banking Ordinance.
Article 1a and 1b Banking Act.

Article 10 Paragraph 1 SESTA.

Article 2 Lit. d SESTA.

© N W
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AMIA

Even if neither a banking nor a securities dealer’s licence is required, AML regulations and
provisions may apply. Swiss AML regulations apply to institutions that are considered per
se as financial intermediaries (e.g., banks, securities dealers, fund management companies
and insurances) and institutions that engage in a ‘financial intermediary activity (e.g., asset
managers, investment advisers with power of attorneys). If a fintech company is engaged in
financial intermediary activity, it is required to join a recognised Swiss AML SRO or submit
to direct supervision by FINMA on AML matters, and needs to comply with the applicable
AML duties (such as identification of customer, establishment of beneficial ownership). Some
of the AML duties entail sanctioning provisions under criminal law, and such provisions are
equally applicable to fintech companies. Under a recent proposal of the Federal Council, the
applicability of AML rules to fintech companies will be further specified and enlarged.

Further rules

Fintech companies may market their products and services under the same rules as established
financial service providers. Restrictions apply in particular if a company looks for funds and
contacts more than 20 potential investors (see above).

If an institution were to set up an automated digital advisory in Switzerland, the same
licence requirements would apply as for any other institution offering non-digital advisory
services. At the current stage, a ‘pure’ investment advisory without any power of attorney over
client’s accounts is not subject to licence requirements (but will become subject to behavioural
rules similar to the Markets in Financial Instruments Directive by 2020). Investment advisory
with a power of attorney is not subject to a licence requirement; however, the institution will
be required to subject itself to the supervision of an AML SRO (or alternatively directly to
supervision by FINMA).

Credit information services may be provided subject to the FADP; under Swiss law,
this Act applies not only to persons but to legal entities as well, so that any information about
corporate credit ratings may fall under the scope of the Act.

Financial Services Act and Financial Institutions Act

In 2020, the Financial Institutions Act (FinIA) and the Financial Services Act (FinSA)
are expected to enter into force simultaneously, and they will bring major changes to the
regulation of the Swiss financial market.

ii Cross-border issues

As Switzerland is not a member of the European Union, regulated or licensed activities
may not be passported into Switzerland. Holding a licence abroad may sometimes make a
licensing process in Switzerland more cumbersome, as FINMA may reach out to the foreign
authority in order to find an agreement on consolidated supervision, which may prove to be
a lengthier process.

Companies that provide services to clients in Switzerland on a pure cross-border basis
(cross-border inbound) without physical presence may require a licence in certain instances.
The distribution of collective investment schemes is permitted only if done by reverse
solicitation, namely, on the initiative of the investor itself. The same applies with respect to
insurance products. Both collective investment schemes and insurance products are subject
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to strict rules on marketing. Under today’s rules, however, cross-border inbound marketing
of banking products, as a rule, does not require a licence (but will subject the marketing
company to the new FinSA rules from 1 January 2020).

A service provider is deemed to have physical presence in Switzerland if it has a branch
or similar formal presence in Swiss territory, or the presence of individual persons in Swiss
territory on a permanent basis who are employed or mandated by licensee to act on its behalf.
The term ‘on a permanent basis' means having individuals permanently on the ground in
Switzerland, or individuals who frequently travel to Switzerland for the purpose of carrying
out sales or marketing activities in Switzerland. FINMA has not published guidance on what
constitutes frequent travel; whether travel is frequent is assessed by evaluating all relevant facts
and circumstances (i.e., frequency of travel, number of persons traveling to Switzerland, etc.).
FINMA has substantial discretion when assessing whether physical presence is established in
Switzerland.

There are no Swiss laws of general application prohibiting or subjecting to prior
approval foreign investments in Switzerland. Therefore, foreign investors do not generally
need formal approval for their investments in Switzerland and no special governmental
authority monitors them. Foreign investments in certain regulated industries might require
governmental permission. If foreign nationals have a controlling influence on a bank, a
securities trader or certain other prudentially supervised entities active in the financial sector
(a finance company), the granting of a respective licence by FINMA is subject to certain
additional requirements. Investment restrictions also apply to the acquisition of residential
(but not commercial) real estate in Switzerland by foreign or foreign controlled persons and
under the Telecommunications Act for radio communication licences, under the Nuclear Act
for nuclear power plants, under the Radio and Television Act for broadcasting licences and
under the Aviation Act for the professional transport of passengers or goods.

Switzerland does not have currency controls in place. Hence, both investments and
repatriation of the capital and profits are possible.

IIT DIGITAL IDENTITY AND ONBOARDING

There is currently no generally recognised digital identity in Switzerland. However, various
efforts have been undertaken to raise digital awareness in Switzerland and to introduce a
generally recognised digital identity. On 22 February 2017, the Federal Council presented
a draft for a Federal Act on Recognised Electronic Identification (the E-ID Act), which was
approved by the first chamber of parliament in March 2019. Under the E-ID Act, private
providers (supervised by the federal administration) would be authorised to issue recognised
digital identities. On 22 November 2017, two private project groups (one from the Swiss
Federal Railway and the Postal Services; the other from the former state telecom and the
two major banks UBS and Credit Suisse) announced that they will join forces and set up
such a private provider under the name of Swiss-Sign. It is expected that this will lead to the
establishment of a broadly accepted Swiss E-ID, available not only to nationals but also to
non-Swiss citizens; however, the details of the limitations are still subject to discussions.

Switzerland has known for some time already the electronic signature that guarantees
the authenticity of a document, a message or other electronic data and ensures the identity
of the signatory.

Since 2016, financial service providers may carry out fully digitised onboarding of

clients. On 17 March 2016, FINMA published Circular 2016/7 ‘Video and Online
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Identification’, which entered into force on 18 March 2016 (revised in 2018) and stipulates
AML requirements with regard to the onboarding process of clients via digital channels.
The circular applies directly to financial intermediaries. Subject to adherence to specific
requirements, financial intermediaries may onboard clients by means of video transmission.

IV DIGITAL MARKETS, FUNDING AND PAYMENT SERVICES

i Collective investment schemes

Collective investment schemes governed by CISA are assets, raised from investors for the
purpose of collective investment, which are managed for the account of such investors,
whereby the investment requirements of the investors are met on an equal basis.” Open-ended
collective investment schemes are organised under company or contract law; closed ones only
under company law.

ii Crowdfunding

Under Swiss law, crowdfunding is permitted and does not per se trigger a licence requirement.
However, if crowdfunding includes ‘assets raised from investors for the purpose of collective
investment’ and these crowdfunding assets are managed for the account of such investors
(by a third party), subject to equal treatment provisions, they would qualify as collective
investment scheme within the meaning of CISA. In such case, the respective requirements
according to CISA would have to be adhered to.

iii ~Crowd-lending

Crowd-lending, also known as peer-to-peer lending, is not per se regulated. However,
depending on its specific set-up, it may fall within the scope of the Banking Act, SESTA,
AMLA, etc. In addition, a consumer credit agreement is a contract whereby a creditor grants
or promises to grant credit to a consumer in the form of a deferred payment, a loan or other
similar financial accommodation.' In general, the CCA will be applicable to crowd-lending
activities if the counterparty were to qualify as a consumer. In such case, the respective rules
of the CCA would have to be adhered to, for example, the maximum interest possible for
consumer credits currently amounts to 10 per cent."

Platforms providing crowdfunding and crowd-lending services do not require a licence
if the funds of the investors are directly sent to the projects (i.e., not through the platform). If
funds are sent via accounts of the platform, this can only be done without a banking licence
if the account is non-interest-bearing, the funds are kept not longer than 60 days on the
account and the client is informed that the platform does not hold a licence. The platform
will need to register as a financial intermediary with an SRO and to comply with AML
obligations.

Even the project developer may qualify as a bank if it accepts more than 20 loans and
the amount exceeds 1 million Swiss francs.

9 Article 7 Pararaph 1 CISA.
10 Article 1 Paragraph 1 CCA.
11 Article 14 CCA and Article 1 of the Ordinance on the Consumer Credit.
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Loans can be traded on secondary markets, subject to compliance with AML laws.
However, the transfer of a loan requires either transfer of the contract or assignment of the
claim. Assignment of claims can only be done in writing; in other words, with a handwritten
(or electronic) signature of the assignor.

iv  Payment systems

Payment systems only require a licence from FINMA if they are deemed relevant for the proper
functioning of the financial market or for the protection of financial market participants and
if the payment system is not operated by a bank.'? In order to be eligible for a FINMA licence
as a payment system, certain requirements have to be met; for example, the applicant must be
a legal entity under Swiss law and have its registered office and head office in Switzerland,"
provide for a guarantee of irreproachable business conduct,' the minimum capital of the
applicant must be fully paid in'"” and the applicant must possess appropriate IT systems.'

Switzerland not being a member of the European Economic Area, it decided not to
implement the second Payment Services Directive of the EU. This means that there is no
harmonisation of interfaces and no general access to accounts for third-party payment service
providers must be granted by Swiss banks. However, as banking services in Switzerland are
often cross-border, it is expected that many banks will soon provide open access to account
interfaces upon request of their clients.

V  CRYPTOCURRENCIES AND INITIAL COIN OFFERINGS

Switzerland does not have a specific regulation for blockchain technology. Blockchain
projects fall under the regulatory regimes of the industries they are applied to, such as the
finance industry. Cryptocurrencies caught the attention of the Swiss regulator early: in June
2014, FINMA published a fact-sheet on bitcoin and confirmed that bitcoins qualify as
currency (i.e., that payments with bitcoin do not require a licence). Soon, Switzerland and in
particular the ‘Crypto Valley’ in the canton of Zug established itself as one of the world’s hubs
for ICOs, in particular through the Etherum ICO from July to September 2014. Thereafter,
there were a number of high-profile ICOs that caught the attention of the fintech world. At
the time, FINMA did not provide specific guidance, although its fintech desk was willing to
grant negative clearance to projects submitted.

On 16 February 2018, FINMA published the ‘Guidelines for enquiries regarding the
regulatory framework for initial coin offerings (ICOs)’ (the ICO Guidelines), wherein it
describes in some detail how it deals with the supervisory and regulatory framework for ICOs
under Swiss law. It does so by outlining the principles on which it will base its response to
specific enquiries, and by providing a checklist of information required to be submitted in an
application for negative clearance. These ICO Guidelines are available electronically on the

12 Article 4 FMIA.
13 Article 8 FMIA.
14 Article 9 FMIA.
15 Article 12 FMIA.
16 Article 14 FMIA.
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FINMA website.”” The ICO Guidelines provide some guidance on regulatory matters but
do not deal with issues of civil or criminal law. Hence, specific legal advice continues to be
needed for any ICO.

A key message given by the ICO Guidelines is that FINMA continues to be ready
to review ICOs and to give negative clearance, as far as regulatory aspects are concerned.
When reviewing a project, INMA will consider, among other things, not only the investor
categories an ICO targets, compliance with AML regulations, and the functionalities of the
token generated including the rights it confers to the investor, but also the technologies
used (distributed ledger technologies, open source, etc.), the technical standards (such as the
Etherum ERC20) and the wallets and technical standards to transfer tokens.

FINMA distinguishes three token categories:

a  payment tokens (i.e., cryptocurrencies), which are intended to be used as a means of
payment and do not grant any claims against the issuer of the token;

6 uiility tokens, which grant access to an application or service; and

¢ asset tokens, which represent assets such as a debt or equity claim against the issuer, or

that enable physical assets to be traded on the blockchain.

If a token combines functions of more than one of these categories, it is considered a hybrid
token and has to comply with the requirements of all categories concerned.

To assess whether tokens qualify as securities under Swiss law, FINMA applies the
general definition of the Swiss Financial Market Infrastructure Act. For the time being,
FINMA will not consider payment tokens to be securities; utility tokens will only be
considered securities if they have an investment purpose at the point of issue. Asset tokens
will be considered as securities.

FINMA confirms that the creation of uncertificated securities and their public offering
are not regulated, unless they qualify as derivative products. However, underwriting and
offering (in a professional capacity) security tokens of third parties publicly on the primary
market is a licensed activity. Furthermore, the issuing of tokens that are similar to bonds or
shares may trigger prospectus requirements under the Swiss Code of Obligations.

FINMA confirms that the issuing of tokens will not qualify as deposits; in other
words, it does not require a banking licence, unless the tokens grant claims with debt capital
character against the issuer (for that reason, FINMA recently took action against Envion).
Collective investment schemes regulations may apply if the funds received by an ICO are
managed by third parties.

Issuing payment tokens will trigger the application of the anti-money laundering act
(AMLA) provisions, if the tokens can be transferred technically on a blockchain infrastructure.
Issuing utility tokens will not trigger such application, as long as their main purpose is
providing access to a non-financial application of the blockchain technology. Asset tokens
are not deemed a means of payment under the AMLA. FINMA clarifies that the application
of the AMLA will not only be triggered by an exchange of a cryptocurrency against a fiat
currency, but also by an exchange against a different cryptocurrency.

Rights granted in the pre-sale phase are considered as securities by FINMA if they are
standardised and suitable for mass standardised trading. If so, they are not subject to AML
regulations.

17 heeps://www.finma.ch/en/news/2018/02/20180216-mm-ico-wegleitung/ (in four languages: French,
German, Italian and English).
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On 8 January 2018, the Crypto Valley Association, an independent,
government-supported association established to support fintech institutions in the
canton of Zug, published a General Code of Conduct that aims to subject its members to
a minimum standard with regards to transparency and information when conducting an
ICO. The minimum standard entails providing information on technical features, financial
situation, the management team involved and the involved risks and respective compliance
procedures (e.g., KYC process). In addition, members should ensure that pre-deployment
and deployment are audited by an independent auditor. It is not yet certain whether these
standards will all prevail. On 21 September 2018, the Swiss Bankers Association published
guidelines on the opening of corporate accounts for blockchain companies (with and without
ICOs), which aim to promote a diverse fintech ecosystem, at the same time securing the
integrity of the Swiss financial market.

There is no separate tax regime applicable to digital currencies and tokens.
Cryptocurrencies and tokens are therefore taxed like any other traditional investment vehicle.
However, on most tokens, no VAT, no issuing tax and no withholding tax is levied when the
token is issued, subject to certain exceptions. Swiss residents do not pay taxes on capital gains
of privately held assets.

Tokens may be offered to Swiss residents from outside of Switzerland, but are subject
to similar requirements as applicable to tokens issued in Switzerland, namely, they may
not qualify as derivative products, security tokens may not be offered by a third party in a
professional capacity and tokens that are similar to bonds or shares may trigger prospectus
requirements.

VI OTHER NEW BUSINESS MODELS

Self-executing contracts are generally permitted by Swiss law, as long as the essential terms
and conditions of the contract are agreed upon by both parties. Fully automated investment
processes such as robo-advisers are not per se prohibited by Swiss law, as long as the clients
concerned are informed and agreed respectively.

A number of insurance companies experiment with new insurtech products, for
example, in the field of claims management, customer handling or Al applications in risk
assessment. The international Blockchain Insurance Industry Initiative B3i is domiciled in
Zurich.

VII INTELLECTUAL PROPERTY AND DATA PROTECTION

Fintech and software may be protected under patent law or copyright law, depending on the
specific details of the technology or software. Unlike in the EU, there is no specific protection
of the creator’s rights in a database. However, databases and software may be protected under
copyright law, if and to the extent they are intellectual creations with individual character
with regard to their selection and arrangement. To qualify for patent law protection, a
technology or software must be an invention that is new and applicable in the industry,
and that solves a technical problem (which is usually not the case in standard software). A
technical reproduction process of someone else’s market-ready work is prohibited.'®

18 Article 5 Lit. ¢ UCA.

258
© 2019 Law Business Research Ltd



Switzerland

If an employee creates a computer program in the course of discharging professional
duties or fulfilling contractual obligations, the employer alone shall be entitled to exercise
the exclusive rights of use. Inventions and designs produced by the employee alone or in
collaboration with others in the course of his or her work for the employer and in performance
of his or her contractual obligations belong to the employer, whether or not they may be
protected. By written agreement, the employer may reserve the right to acquire inventions
and designs produced by the employee in the course of his or her work for the employer but
not in performance of his or her contractual obligations. Business models, as a rule, cannot
be subject to intellectual property rights under Swiss law.

Under the Swiss Data Protection Act, protected data are not only data relating to
persons but equally data relating to legal entities. Personal data must be protected against
unauthorised processing by adequate technical and organisational measures. Processing of
data is any operation with personal data, irrespective of the means applied and the procedure,
and in particular the collection, storage, use, revision, disclosure, archiving or destruction
of data. Thus, merely providing information or comparing products on a website may fall
within the scope of Swiss data protection law (unless the data are public). In addition, such
a comparison may be considered unfair under the UCA if the services, prices or business
situation were reduced by incorrect, misleading or unnecessarily infringing statements. The
storage of personal data on a server in Switzerland may be sufficient to trigger application of
Swiss data protection law.

Digital profiling may be considered as a personality profile or even include sensitive
personal data within the meaning of the data protection act; in other words, a collection
of data that permits an assessment of essential characteristics of the personality of a natural
person. Consent must be expressly given before processing such data and personality profiles
(and sensitive personal data) must not be disclosed to a third party without justification. In
addition, the data processor must inform the person concerned of:

a the controller of the data file;
4 the purpose of the processing; and
¢ the categories of data recipients (if disclosure were planned).

The Swiss Data Protection Act is under review and it is expected that a revised Act aligned to
the EU General Data Protection Regulation will become effective by 2021.

VIII YEAR IN REVIEW

The past 18 months were an intense phase for Swiss fintech regulations.

In January 2018, the Swiss State Secretariat for International Financial Matters
established a blockchain/ICO working group. Also in January 2018, the private Crypto
Valley Associations proposed a first Swiss Code of Conduct for ICOs, proposing detailed
and extensive information requirements for enterprises conducting an ICO and suggesting
that each stage of an ICO be independently audited. On 16 February 2018, FINMA
published its Guidelines for ICOs, providing a regulatory framework to classify tokens and
giving indications as to their treatment under AML laws. Furthermore, several cantonal tax
administrations issued guidelines on how they will assess bitcoins for tax purposes.

While the ICO boom of 2017 slowed down considerably, in 2018 infrastructure
projects (crypto-brokers, trading places, wallet and storage providers) started to dominate the
scene. In June 2018, the first Swiss crypto-trading place SCX took up operations.
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On 21 September 2018, the Swiss Bankers Association Guidelines on opening
corporate accounts for blockchain companies were published. As various projects had
problems finding a bank that was willing to open a corporate account, in particular to accept
the proceeds of an ICO, this was a welcome confirmation of the industry’s support for the
new fintech sector. In October 2018, a report of the interdepartmental coordination-group
to fight money laundering and terrorism financing was published and found that, up to the
date of the report, no cases of money laundering by way of using cryptoassets in Switzerland
has become known. The report was cautious about strengthening the AML rules, as Swiss
AML rules already cover more aspects than, for example, EU rules. However, the national
platform Cyberboard, bringing together law enforcement officials from all over Switzerland,
was considered to be an important tool. In the revised Finma-AML-Ordinance (changes
as of 20 June 2018), additional duties of review were introduced for issuers of means of
payment (such as payment tokens); the revised ordinance is expected to become effective on
1 January 2020.

In December 2018, the long-awaited report of the Swiss Federal Council, the Swiss
government, on the legal basis for distributed leger technology and blockchain in Switzerland,
with a focus on applications cases in the finance sector, gave a comprehensive overview of
the current legal regime and proposed changes to it. In summary, the report advocated not
introducing a separate blockchain act, but rather to adapt existing laws to abolish certain
aspects that may hinder the new technologies. A first proposal for such changes was published
on 22 March 2019 (the Federal Act on adapting the Federal law to developments of the
DLT). Interested parties may now send comments until summer 2019 and thereafter, the
Federal Council will draft its formal proposal to parliament.

The draft focuses on security tokens which are to be regulated as intermediated securities
under security law, debt enforcement law and international private law. Furthermore, a new
financial market infrastructure is proposed, the ‘DLT trading systemy’, which may combine
the functions of a trading plattform, a depositary and a payment system (but not as a central
counterparty).

IX OUTLOOKAND CONCLUSIONS

It is expected that the act on establishing a legal and a distribution framework for a generally
accepted digital identity may be in a final form by the end of 2019.

The draft of the new Data Protection Act published in 2017 is still on hold. It is
expected that it will not be discussed in parliament prior to the end of 2019 and will not
become effective in 2020.

The first proposal of the Federal Act on adapting the Federal law to developments of
distributed ledger technology (DLT) will be discussed in 2019 and it can be expected that a
final proposal of the government will be submitted to parliament by the end of 2019.

Hence, while the changes to Federal law to better adapt it to DLT may take some time,
there are numerous private and public initiatives that focus on establishing wallet providers,
trading platforms and various other projects in Switzerland. Among others, the Swiss FinTech
Innovation Lab at Zurich University brings together researchers from banking and finance,
business informatics, management, social sciences, etc. The university further announced that
it intends to establish 18 new chairs for digitalisation topics. In addition, private promotors
are about to establish sample standardised documents to further facilitate the use of the new
technologies.
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A focus in 2019 will clearly be on asset tokens; the first projects to tokenise shares and
bonds are already operative, and it is hoped that this will enable small and medium-sized
companies to tap the international financial markets much more efficiently. At the same time,
there are various insurtech projects, projects to facilitate client onboarding (regtech) and
projects to use artificial intelligence in the financial sector. Hence, even though the ‘crypto
boom’ of 2017 may be over, the future has only started for the Swiss financial industry and
the environment will remain very dynamic and can also count on continued support by the
Swiss and Cantonal governments.
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